Workstation Setup Guide - 2023

This guide includes:

A) Excel Settings (Enabling Macros)
B) Adding Credentials
C) Adding VISTemplates Folder

A) Excel Settings (Enabling Macros)
* Watch the video here*

1.

2. Trusted Locations:

Trust Center

Open Excel - File > Options > Trust Center &> Trust Center Settings

Trusted Publish
e B Trusted Locations

Trusted Documents

sure that the new location is secure,

Warning: All these locations are treated as trusted sources for opening files. If you change or add a lecation, make

Cho..e\Roaming\Microsoft\BxceN\XLSTART,
C\.. B Bwekyb3dBbbwe\ Office 1BVXLSTART,
C...Cache\Reaming\Microsoft\ Templatesh,
Cih__Bwekyb3d8bbwe\Office1B\STARTUPY
C\..98.0_x86_ Bwekyb3d8bbwe\Ternplatesh,
C:\..B6_Bwekyb3dibbwe\ Office1B\Library',

Macro Settings
Protected View
Message Bar
External Content
File Block Settings Policy Locations
Privacy Options

Form-based Sign-in

Excel default location
Excel default location
Excel default location
Excel default location
Excel default location
Excel default location

Trusted Add-in Catalogs Path | Description | Date Modified ~
User Locations

Add-ins C:\Users\lrubin\Downloads), 6/21/2022 10:14 AM

ActiveX Settings ChUsershIrubin\Documentsh, 6/6/2022 11:51 AM

: User StartUp

: Excel StartUp

: User Templates

: Office StartUp

: Application Templa...
: Add-ins

Path:
Description:

Date Modified: 6/21/2022 10:14 AM

Sub Folders: Disallowed

[] Disable all Trusted Locations

Ch\UsershJrubintDownloadsh,

Add new location... || Remove || Maodify... |

[ Allow Trusted Locations on my network (not recommended]

0K | | Cancel



https://youtu.be/iGr53IGBbEE

A_dd A new Location:

Trust Center ? X

Trusted Publishers

Trusted Locations
Trusted Locations
Warning: All these locations are treated as trusted sources for opening files. If you change or add a location, make
Trusted Documents sure that the new location is secure.
Trusted Add-in Catalogs Path | Description | Date Modified ~
User Locations
Add-ins Ch\Users\Irubin\Downloads!, 6/21/2022 10:14 AM
ActiveX Settings ChUsershlrubin\Documents?, B/6,/2022 11:51 AM
C...e\Roaming\Microsoft\Bxce\XLSTART\  Excel default location: User StartUp
Macro Settings Ch.B_ Bwekyb3d8bbwe\Office1B\XLSTART,  Excel default location: Excel StartUp

C...Cache\Roaming\Microsoft\Templates\,  Excel default location: User Templates
Ch...__8wekyb3dBbbwe\Office1B\STARTUPY  Excel default location: Office StartUp
Message Bar C\..98.0_x86_Bwekyb3d8bbwe\Templates\  Excel default location: Application Templa...
C\...86__Bwekyb3dibbwe\Officelf\Library’,  Excel default location: Add-ins

Protected View

External Content
File Block Settings Policy Locations
Privacy Options

Form-based Sign-in

Path: Ch\Usersh\lrubin\Downloads',
Description:

Date Modified: 6/21/2022 10:14 AM
Sub Folders: Disallowed

|&dd new location... | Remove | | Modify... |

[ Allow Trusted Locations on my network (not recomme

[] Disable all Trusted Locations

QK | | Cancel

Browse:

e

Microsoft Office Trusted Location >

Warning: This location will be treated as a trusted source for opening files, If
you change or add a location, make sure that the new location is secure,

Path:
|k::‘-.Users‘-.Irubin‘-.annInads‘-.

Browse...

E] Subfolders of this location are also trusted

Description:

Date and Time Created: 9/26/2022 11:12 AM




Select the downloads folder, or whatever folder you download documents from VISCO into:

ﬂ Browse oy
&« >+ 4 L > This.. » Downloa.. v G £ Search Downloads
Organize = New folder - @
« I This PC » Earlier this year (2)
» il Desktop A long time ago (4)

> | Documents

> @ Music

> N Pictures
RE_INV#10096
> & Videos

Folder name: Downloads

Tools +* 0K Cancel
Click ‘OK’ and then ‘OK’.
3. Active Settings:
Trust Center ? x

Trusted Publish
fusted Fublishers ActiveX Settings for all Office Applications

Trusted Locations

() Disable all controls without notification
Trusted Documents

Prompt me before enabling Unsafe for Initialization (UFI) controls with additional restrictions and 5afe for

Trusted Add-in Catalogs
Add-ins

Macro Settings
Protected View
Message Bar
External Content
File Block Settings
Privacy Options

Form-based Sign-in

@]
Initialization (SFI) controls with minimal restrictions

O Prompt me before enabling all controls with minimal restrictions

®

Enable all controls without restrictions and without prompting (not recommended: potentially dangerous
controls can run)

[] Safe mode (helps limit the control's access to your computer)




4. Macro Settings:

Trust Center ? X

Trusted Publishers Macro -

Trusted Locations
O Disable VBA macros without notification
Trusted Documents
O Disable VBA macros with notification
Trusted Add-in Catalog O Disable VBA macros except digitally signed macros

Add-ins ® Enable VBA macros (net recommended: potentially dangerous code can run)

ActiveX Settings
. Enable Excel 4.0 macros when VBA macros are enabled

Protected View Developer Macro Settings

Message Bar .Trust access to the VBA project object model
External Content
File Block Settings
Privacy Options

Form-based Sign-in

5. Protected View

Trust Center 7 >

Trusted Publishers Protected View

Trusted Locations
Protected View opens potentially dangerous files, without any security prompts, in a restricted mede to help
Trusted Documents minimize harm to your computer. By disabling Protected View you could be exposing your computer to possible
security threats.

Trusted Add-in Catalogs - Enable Protected View for files originating from the Internet

Add-ins . Enable Protected View for files located in potentially unsafe locations @
ActiveX Settings |0l Enable Protected View for Qutlook attachments @

Macro Settings urity settings for opening Text-Based files (.csv, .dif and .sylk) from an untrusted source

Always open untrusted Text-Based files (.csv, .dif and .sylk) in protected view

Message Bar

External Content Security settings for opening Database files (.dbf) from an untrusted source

File Block Settings O Always open untrusted Database files (.dbf) in protected view
Privacy Options

Form-based Sign-in




¥

6. External Content:

Trust Center

Trusted Publishers
Trusted Locations
Trusted Documents
Trusted Add-in Catalogs
Add-ins

ActiveX Settings

Macro Settings
Protected View

Message Bar

File Block Settings

Privacy Options

Form-based Sign-in

Security settings for Data Connections

.Enable all Diata Connections (not recommended)
o Prompt user about Data Connections

() Disable all Data Connecticns
Security settings for Workbook Links

-Enable automatic update for all Workbook Links {(not recommended)
() Prompt user on automatic update for Workbook Links
O Disable automatic update of Workbook Links

Security settings for Linked Data Types

. Enable all Linked Data Types (not recommended)
) Prompt user about Linked Data Types
() Disable all Linked Data Types

urity settings for Dynamic Data Exchange

Enable Dynamic Data Exchange Server Lookup
[] Enable Dynamic Data Exchange Server Launch (not recommended)

Security settings for opening Microsoft Query files Liqy. .oqy. .dqy and .rqy) from an untrusted source

[[] Ahways block the connection of untrusted Microsoft Query files Ligy, .oqy, .dqy and .rqy)

OK | | Cancel




B) Credentials

1. Search for ‘Credential Manager’ on your computer:

L0 cred!ential Manager

All Apps Documents

Best match

m Credential Manager

Control panel
Search the web Credential Manager
Control panel
,O cred - See web results
O Credit Karma - Finance Company
L credit one
Settings

& Manage Windows Credentials

Change User Account Control
settings

2 Core isolation

2. Select ‘Windows Credentials’:

& Credential Manager

™ @ > Control Panel > User Accounts > Credential Manager

Control Panel Home y
Manage your credentials

View and delete your saved logon information for websites, connected applications and networks.

%f Web Credentials !54? Windows Credentials

Back up Credentials Restore Credentials

Windows Credentials Add a Windows credential
TERMSRV/10.10.10.10 Modified: 3/16/2021
TERMSRV/100.35.16.26 Modified: 10/11/2021
TERMSRV/108.58.145.210 Modified: 2/24/2020

TERMSRV/192.168.1.3 Modified: 8/27/2021



3. Scroll down to ‘Generic Credentials’ and click ‘Add Generic Credentials’:

Generic Credentials Add a generic credential

Microsoft_Winlnet_www.viscowebservice.com:d43 fww... Madified: 12/8/2021
www.viscowebservice.com Modified: 3/1/2022
Microsoft:SSMS:18:207.126.101.150viscosqgl:8c91a03... Modified: 9/22/2022 -~
MicrosoftSSMS:18:38.109,180.237,7012:5a:8c91a03d-... Modified: 8/1,/2022
Microsoft:SSMS:18::00000000-0000-0000-0000-0000... Modified: 8/2/2021 -~

4. Type or copy and paste the following information:
www.viscoglobaltrade.com
UID: VISCO-WEBO 1\Documents
PWD: @Ocument$

Type the address of the website or network location and your credentials

Make sure that the user name and password that you type can be used to access the location.

Internet or network address
(e.g. myserver, server.company.com): Www.viscoglobaltrade.com

User name: VISCO-WEBO1\Documents

Password: ssessssse

5. Click ‘OK’



C) Adding VISTemplates Folder:

1. Open ‘File Explorer’:

- a x
N sort - View e
< CEE » ThisPC » 0S(C) ~ O Y
[ Desktop 0 Name Size
Querys Apps
Querys - Copy backup
SOL Server Management St dell
Downloads
> @ OneDrive
Drivers 4/17/2019 351 PM
~ Ml This PC
Intel 9/26/2022 922 AM
> Desktoy
“ ’ J_CCSA_XB4FRE_EN-US_DV5 9/5/2019

> B Documents

Perflogs 6/5/2021 & File folder
> x Downloads Program Files 9/19/2022 934 AM le folde
> @ Music Program Files (x86} 9/26/2022 923 AM File folde

> I Pictures sp 2/21/2020 olde
RE_INV#10096 - Inubin@vis Users
> [ videos ViSTamplates
> 05 (C) Windows 9/20 File foldes
> Network ] and
© pefdata
16 items

145 AM

- a X
T Sort .
€ b ™ This PC » OS(C) Search O
[ Desktop ] odified Type
Querys Apps 4/17/2019 3:51 PM File folder
Querys - Copy backup
SOL Server Management St dell 4/17/2019 3:51 PM File folder
Downloads 7/27/2021 1.42 PM
> @ OneDrive
Drivers 4/ 193:51 PM
~ [ This PC i
Intel 9/26/2022 9:22 AM File folder
> il Desktop

> [ Documents

> L Downloads

> @ Music

J.CCSA XB4FRE EN-US_DV5
Perflogs
Program Files

Program Files (x86)

3

> I Pictures sp 12/21/2020 1055 AM
RE_ INV#10096 - hubin@vis Users e a0 M e foldder
> videos VISTemplates 1AM File folder
l Rt I Windows 208 AM
> il Network 7 and 8/25/2020 11:34 AM  RND File 1k8
© oefdata 7M0/2019 1252 M DAT 1kB

16 items




3. Right Click 2 New - Folder:

&0s()

@OnNew- ¥ O

)] W

¢« > v A @8> ThisPC > OS(C)

Il Desktop
Querys
Querys - Copy

SQL Server Management Stu
> @ OneDrive

~ [l This PC
> [l Desktop
> [ Documents
> & Downloads
> @ Music
> PR Pictures
RE_ INV#10096 - Irubin@vis
> u Videos

> Es0s(C)
> hNetwork

16items 1 item selected

D Name

()= Apps
" backup
T dell
_ Downloads
" Drivers
Intel
7 ] CCSA_X64FRE_EN-US_DV5
7 Perflogs
Program Files
“ Program Files (x86)

i SP

B  ViSTemplates

Windows
7 nd

© pefdata

N Sort ~

Date modified
4/17/2019 3:51 PM
4/17/2019 3:51 PM
4/17/2019 3:51 PM
7/27/2021 1:42 PM
4/17/2019 3:51 PM
9/26/2022 9:22 AM
9/5/2019 2:38 PM
6/5/2021 8:10 AM
9/19/2022 9:34 AM
9/26/2022 9:23 AM
12/21/2020 10:55 AM
1/31/2022 6:06 PM
8/5/2022 9:41 AM
972072022 2:08 AM
8/25/2020 11:34 AM

7/10/2019 12:52 PM

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
RND File

DAT

Size

1KB



